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Introduction

The emergence of blockchain technologies offers a stark choice for some
healthcare companies: Reinvent or be reinvented. Six healthcare use cases show
the potential for imminent disruption by blockchain. Companies’ supply chains,
contract administration and credentialing processes, in particular, may look very
different in just a few years thanks to blockchain.

Blockchain-based technologies offer substantial opportunities to reinvent how
healthcare companies access, collect, distribute, share, leverage, monitor and
audit data. Not all companies will benefit. Middlemen may become obsolete.
Companies that are slow to change may lose out to ones that use the technology
to cut costs and increase efficiencies.

Companies should be prepared to identify where blockchain could improve their
operations and interactions with trusted partners. Paradoxically, while use of
blockchain may ultimately increase trust among industry partners and competitors
alike, a lack of trust may prove to be one of blockchain’s biggest challenges.

Because blockchain projects are undergoing research and development,
companies have just a few years before blockchain-based partnerships and
programs begin to come into use. This means they have precious little time to
plan, adjust and adapt. Forty-nine percent of companies are developing, piloting
or implementing blockchain projects, according to a PwC survey of 74 global
healthcare companies.!

In healthcare, three use cases—the pharmaceutical supply chain, contract
administration and credentialing processes—likely contain the highest potential
for near-term disruption.




Blockchain is more than
just Bitcoin and its fellow
cryptocurrencies.

A blockchain is a record of transactions, known as a ledger, that’s distributed to
many different entities instead of being kept at a single, centralized location. In
general, all users on the network, also known as network “nodes,” have copies
of the same ledger. Participants add to the ledger by making and recording
information about transactions, which are checked by other users on the network
and accepted if there is a consensus.

Once a transaction has been validated, it’s bundled with other transactions into a
“block” of data. Each block undergoes a cryptographic algorithm, encrypting the
base data and resulting in a unique signature for each block known as a “hash.”
These blocks are then ordered sequentially into a “chain” of blocks, with each block
also containing the previous block’s hash. This makes it extremely difficult to tamper
with a block, as altering a single piece of data would result in a different hash value,
making it evident to the blockchain’s users and causing the transaction to be rejected
(see Figure 1).

Some parts of this process can be done automatically using something called
“smart contracts.” These involve two entities turning a business contract into
code that recognizes actions on the blockchain. For example, a smart contract
might recognize that a sale of an asset by ‘Company A’ to ‘Company B’ on a
certain date should be for a specific price. This simplifies processes that take
significant time to check.

For more information on blockchain, please see PwC'’s report,
Blockchain is here. What’s your next move?
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Figure 1:
What is blockchain?

A blockchain is a decentralized ledger of all transactions in a network. Using
blockchain technology, participants in the network can confirm transactions
without the need for a trusted third party intermediary.
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Blockchain uses in healthcare

Healthcare organizations run on many complex, data-intensive, slow, manual
processes often performed by intermediaries who handle data and trust
mechanisms. Blockchain could simplify and automate these processes, in some
cases saving companies weeks of effort, revenue and lost opportunities
(see Figure 2).

Figure 2:

Six healthcare process types that could benefit
from blockchain

Use archetype

Examples

Explanation

Example of

current state

Example of process
with a blockchain

Supply chain and
inventory
management

Enrollment and
provider data
management

Back office functions
and payments

Data collection,
exchange and
management

Risk and regulatory

Research and
development

Supply chain management,
tracking and traceability

of drugs, connected
device management

Administrative simplification,
network management,
eligibility inquiries, benefits
coordination, billing

Smart contracts, outcome-
based contracts, revenue
cycle, reconciliation,
health savings accounts,
fraud detection, tracking
copay accumulations,
checking claims

Data collection, aggregation
and monetization; data
reconciliation and use

in enterprise resource
planning; portable health
record management; patient
consent and identification

Credentialing, risk
assessments, regulatory
compliance

Clinical trial drug supply
management, investigator
payments, electronic
data capture

Source: PwC Health Research Institute analysis

Enabling the tracking of
products throughout a supply
chain using track-and-trace
and serialization technologies

Assisting with enrollment of
providers and customers,
including tracking eligibility,
services offered, claims
acceptance and adjudication

Keeping track of payments,
increasing ease of audits and
analysis, reducing time for
contracts, and reducing fraud

Allowing for health data
to be pooled together and
distributed to necessary
entities while allowing
ownership of the data

by patients

Allowing companies to more
easily keep track of product
recalls, audits, tracking
product distributions against
ethical requirements, and
credentialing

Linking together clinical trial
sites, helping keep track of
investigational product, and
ensuring data integrity
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Companies are given
information about the product
they receive but are unable

to ensure if the product is
authentic

Long, manual and extensive
process of checking
references, credentials

and eligibility

Contracts and payments are
manually checked, reconciled
and audited

Data are spread throughout
multiple systems and aren’t
available in a central way to
the referenced patient

Regulatory compliance
information is entered by
each individual entity and
manually tracked

Clinical investigators must
send data to company, which
then sends payment to an
investigator after a processing
delay

Company could check
history and provenance of
product through immutable
transaction history on the
blockchain

Enrollment criteria,
credentialing and
educational information
could be stored on
blockchains, making
trustworthy information
available quickly

Transactions coded
into smart contracts,
transaction information
stored immutably on
the blockchain

Data available to patient
through the blockchain;
patient can make data
available to new entities
as needed

Company can track
compliance information in
blockchain and use smart
contract logic to ensure
certain actions trigger
necessary reporting

Payments to investigators
are automatically made
when data is uploaded

to the blockchain



Blockchain-enabled
healthcare processes

Supply chains

Supply chains in which sequential transactions move trackable physical assets
through a system represent one way in which pharmaceutical manufacturers,
packagers, distributors, wholesalers, dispensers and regulators could more
seamlessly share information using a blockchain.?

With blockchain technology, each company in the supply chain would control

one or several nodes. Each time a company entered into a transaction with
another company in the supply chain, that transaction would be recorded and
validated on the blockchain. This would simplify the transfer of data and allow
product recipients to validate their provenance with greater certainty. It would also
significantly simplify transaction reconciliations and data transfers.

Blockchain makes it easier to transfer, share and check data automatically,
processes that now require numerous (and sometimes manual) handoffs as a
product moves through the supply chain. Regulators and suppliers could benefit
as well, with company- or regulator-initiated recalls or warnings instantly recorded
to a blockchain, allowing a pharmacy to make sure that a recalled or suspect
product wasn’t inadvertently dispensed to a patient.

The FDA is in the process of implementing the Drug Supply Chain Security Act
of 2013 (DSCSA), which defined a system for identifying drugs and committed to
defining a system to enable “track and trace” capabilities.?

The law requires each pharmaceutical package (also known as a salable unit) to
be tagged with identifiable serial numbers, and manufacturers must share those
numbers with distributors. They, in turn, share the same data with pharmacies.

Sharing unique identification numbers for each package means the package

can be tracked as it moves through the supply chain. It also can be traced back
to its origin point in case of concerns about authenticity or quality. One day
pharmacists may use these unique identifiers to verify products and ensure that
the prescriptions they dispense to patients are authentic. Patients could be the
ultimate beneficiaries. PwC estimates that $163 billion to $217 billion in counterfeit
drugs were sold worldwide in 2015.4

These efforts still have weaknesses. Records could be altered. Barcodes could be

copied and reused. Real-time tracking of products throughout a supply chain is
infeasible. Blockchain could solve these problems. Companies have taken notice.
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Pilot programs are in the works between major pharmaceutical companies and
wholesale distributors to enhance the supply chain with blockchain.® Blockchain may
offer manufacturers and distributors a potential solution that could address some
past challenges, such as concerns about data transfer, privacy and ownership.

“I’ve never seen companies like this work together in such a collaborative way,”
said Eric Garvin, MediLedger Lead at Chronicled, a software company working
on a blockchain-based supply chain system with a consortia of drug distributors
and manufacturers, in an interview with PwC’s Health Research Institute (HRI).
“Regulatory compliance with the requirements of the DSCSA has been a common
goal among parts of the healthcare supply chain, and these drug manufacturers
and wholesalers saw that there were no disadvantages to collaborating, so they
were willing to work together.”

Blockchain doesn’t just have the potential just to transform product movement—it
could transform entire business relationships as well.

“Blockchain is the enabling technology, but it’s really all about setting up new
business processes and communications networks between companies,” said
Mack MacKenzie, senior director of business technology at Pfizer, in an interview
with HRI. “The highest value business applications for blockchain technology
often rely on creating a new way of doing business across an industry. | don’t
know if the technology has necessarily been the biggest challenge at all. It’s been
more about creating new operational models that leverage the new capabilities
enabled by blockchain, thereby achieving tighter process integration that was
previously impossible or impractical. There is no offering that you can buy off the
shelf to do this today. It needs to be built from scratch with the collaboration of
industry participants, each having a hand in defining their own role in the process
to better serve patients and all stakeholders.”




Figure 3:

Pharmaceutical supply chain: Track and trace today
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Figure 4:
Pharmaceutical supply chain: Track and trace
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In addition to easing the movement of physical product, a blockchain-enabled
platform could greatly simplify how products are paid for and reimbursed as part
of the contract administration process used by group purchasing organizations
(GPOs), manufacturers and distributors.

The contract administration process is considerably complex. A contract between
a drug manufacturer and a GPO involves multiple steps, including adjudication,
disputes, chargebacks and rebate payments. Each form, such as the electronic
data interchange (EDI) 844 product transfer account adjustment form, requires
dozens of data elements from each party.®

A core challenge of the current system is ensuring that all parties simultaneously
have up-to-date information about pricing and contracts. A wholesaler purchasing
a drug is unaware if that product is going to an independent pharmacy, retail
chain or health system. All such entities can have different pricing and contract
terms, leading to chargebacks and contract disputes.

End-to-end, the contract administration process can involve a half dozen back-
and-forth processes between a manufacturer and wholesaler and take more than
45 days, according to companies interviewed by PwC.

A blockchain-based system could dramatically shrink this process to one to two
days with smart contract architecture, PwC estimates. Smart contracts code
business processes on a blockchain and trigger automatic actions in response

to certain other actions. For example, validating the sale of a specific dose of a
medical product to a specific vendor—such as a hospital—could trigger a specific
sale price that previously was set by the contract. In addition to reducing how
much time the process takes, this system could largely automate that process.




Figure 5:

Group purchasing organization (GPO) contract
administration today
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Figure 6:

Group purchasing organization (GPO) contract
administration with blockchain
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Provider and payer credentialing

A blockchain-enabled system would permit data relevant to the provider and
payer credentialing process to be shared and updated in real time. Processes that
take weeks or months could be accomplished in days.

A clinician who joins an office, physician network or hospital must first have his
or her credentials —educational history, licensures, regulatory history and more—
confirmed, which could require contacting more than a dozen entities and take
months. Delays can lead to significant revenue losses.

The clinician also must be enrolled in a payer’s network to accept insurance
payments, which also takes months. During these waiting periods, the clinician
earns little or no money for their employer or practice. This is not an uncommon
occurrence. Physician turnover rates were about 7 percent in 2016, according to
Select International Healthcare.” The New England Journal of Medicine has found
that 25 percent of newly hired physicians leave within three years.

Those costs don’t even take into account another system wide burden that
blockchain could simplify: Credentialing and directory updates to list locations
where a physician sees patients and whether a physician is enrolled with a certain
insurer or is taking new patients.

This inefficient process is costly to providers and payers. The Council for
Affordable Quality Healthcare estimates that payers spend more than $2 billion a
year maintaining provider databases, 75 percent of which could be eliminated by
establishing a single source of truth, such as a blockchain.®

Each physician in a practice submits an average of 18 applications for credentialing
each year. That requires 80 minutes—including 69 minutes of staff time and 11 of
physician time—per physician. Payers then spend time and money verifying these
claims. The National Association of Medical Staff Services (NAMSS) estimates

that most physician credentialing takes more than 120 days, while health plan
enroliment takes 60 to 180 days.® For the purposes of HRI’s analysis, we have
adopted conservative estimates.
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“If you’re a larger healthcare provider or medical group, you may have contracts
with three dozen or more health plans,” said Robert Tennant, director of health
information technology policy at the Medical Group Management Association,

in an interview with HRI. “Imagine getting quarterly requests for information from
these health plans to confirm that the directory information for each physician is
up-to-date. Some of them send these requests by email; others by letter. Every
one of them looks different. These providers want to treat patients —they don’t
want to sit around and fill out the same information over and over again.”

Blockchain could simplify this process by allowing one update to reach multiple
payers, Tennant told HRI.

Patients often suffer from lack of access to complete, up-to-date information
regarding which physicians are covered by their health plans. NAMSS estimates
that 12 to 18 percent of provider directories are out of date or incorrectly list a
provider as participating in a plan.™

Regulators, too, desire accuracy in provider directories. A recent CMS audit of
Medicare Advantage online provider directories found that 52.2 percent contained
inaccuracies.’ According to CMS’ 2019 call letter, it will begin taking enforcement
actions against some Medicare Advantage organizations that don’t correct
serious provider directory deficiencies.?
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Moving ahead on

blockchain, together

While 49 percent of healthcare technology executives

surveyed by PwC in its 2018 global blockchain survey

said their companies were developing blockchain
solutions, many also said they understood they
would need to work through challenges on the way to
implementation.®

A blockchain involves multiple participants and no
single owner. Constructing a governance structure
agreeable to all parties can take time and effort.
Forty-three percent of technology executives at
companies surveyed by PwC said their ability to
progress further with blockchain had been hindered
by a lack of governance structure.

Data sharing can be inherently difficult for healthcare
companies. Just 29 percent of payers and providers
have executed data-sharing agreements regarding
cybersecurity, and 36 percent have developed
access-management policies, according to PwC'’s
2017 Global State of Information Security Survey.'®
And that’s for an obvious use case—cybersecurity —
that is well-understood and can represent an
existential threat for companies.

Companies interested in blockchain should think
about how data would be handled, shared and
structured. A data architecture that works for one
company may not work for another partner, so

thought also should be given to data interoperability —

and how multiple blockchains might need to work

together in the future. And because data is encrypted,

a company that loses an important password might
place itself at risk of catastrophic data loss.
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Figure 9:

Trust and uncertainty are
limiting the growth of
blockchain — for now

Which of the following will be the
biggest barriers to blockchain adoption
in your industry in the next 3-5 years?

Lack of trust amongst potential users

C I /7%

Regulatory uncertainty

(A 39%

Ability to bring the network together
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Blockchain interoperability

(I 36 %

Inability to scale

(I 33%
31%

Of companies told PwC
that cost was the primary
reason their organization
had not progressed
further with
blockchain.

Source: PwC Global Blockchain Survey, 2018. 74
healthcare companies. Percent of respondents
ranking issue in top 3 choices.



Companies also require expertise to implement blockchain projects, and that
expertise is scarce. Sixty-one percent of healthcare companies reported their
blockchain projects were challenged by a lack of appropriate blockchain skills on
the team.®

But despite these hurdles, there are some indications that blockchain
development could become easier as the technology becomes more commonly
used in the healthcare industry.

One company working to advance the technology is Health2047 Inc., a healthcare
venture formed by the American Medical Association to commercialize solutions
to several major healthcare problems, including data liquidity.

“If we curate a blockchain platform that allows others to work on it and with it—
that has a development platform and toolkit that goes with it—that will make a big
difference,” said Charles Aunger, managing director at Health2047, in an interview
with HRI. “Right now, companies need to create a lot of the basic infrastructure
themselves. | don’t know many companies who actually want to create and run
blockchain infrastructure. They want to run applications on top of blockchain.”

Once that infrastructure is in place, “the end result will be greater amounts of
disruption since the technology is more accessible,” Aunger added. “When it’s
accessible, more people will build on top of it.”

Larger healthcare companies may accelerate this process if they adopt a
particular approach, which could push their suppliers, partners and customers
to buy into that same infrastructure and develop a complementary ecosystem.
These actions could be crucial given a lack of trust among participants today.
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How to implement a
blockchain in healthcare

Ultimately, blockchain should be thought of as part of an overall technology strategy
in which it is one piece of a larger transformation. Companies shouldn’t just have a
hammer—blockchain—and be in search of a nail. They should give ample thought
to the motivation behind an implementation. Some companies may be reluctant

to upgrade a healthcare system that works adequately, if sub-optimally, to a
blockchain-based one that works great and delivers stronger results.

One helpful way for companies to start thinking about blockchain in their business
is with a question: What is the smallest, clearest case for a blockchain in their
business or industry?

Healthcare organizations should use that case to find partners, work out
technological issues and solve specific business problems. Some companies can
start internally, working to replace existing processes and inviting trusted third
parties to improve those processes.

They also should consider how their competitors might use blockchain and
consider jump-starting efforts if they haven’t already. In some cases, other
technologies may be more cost-effective and beneficial depending on the
necessary applications.

Thirty-four percent of healthcare executives told PwC that they determined
blockchain was sometimes or often the wrong technology for the project for which
it was tested, and 52 percent said they determined the effort didn’t justify the
results.’”” Companies should consider the infrastructure they will have to build to
support each blockchain, in addition to the blockchain itself.
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The biggest hurdle to implementing blockchain may be finding suitable partners.
In most traditional business transformations involving technology, a company
needs only itself to start building. In the case of blockchain, multiple partners

are often necessary. Those partnerships don’t form overnight; they require trust,
alignment of objectives and a willingness to work together. Healthcare companies
may benefit from using existing third parties, such as collaborative industry trade
bodies or consortia, to build out neutral infrastructure.

Scaling a use to all partners can be very challenging, especially in industries

that have thousands of participating companies, such as product distribution or
care delivery. It also can be challenging given the legal and regulatory risks of a
particular subsector. Blockchains must be set up in a way that permits auditing
and prevents price-fixing while still adding value. They also should be set up with
the knowledge that new entrants may wish to join a blockchain consortium in the
future. Companies should consider the rules governing their blockchain to ensure
they don’t create incentives for anti-competitive behavior.

Companies also should consider the infrastructure needed to implement and run
the blockchain so that smaller entities aren’t frozen out by large start-up or data
maintenance costs. In the healthcare supply chain, where more than 4 billion
prescriptions are dispensed each year, the amount of data stored on the ledger
could be especially daunting.™




Figure 10:

Journey to a successful blockchain implementation
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Final thoughts

The introduction of blockchain technology into the healthcare industry won’t occur
overnight, nor will many of its benefits be immediately realizable. Rather, major
transformations begin with small steps.

Those steps offer healthcare companies an opportunity to consider the short- and
long-term disruptive potential of blockchain before it disrupts them first.

Blockchain will be disruptive, but that disruption in healthcare won'’t affect all
companies equally. Companies should determine how blockchain might affect
their operations and those of their partners. The greatest impacts are likely to be
felt by intermediaries, including those who check, transfer, process or hold data for
other healthcare companies. Blockchain has the potential to develop from a fringe
technology into a major protocol for healthcare ecosystem players to record and
communicate transactional information.

In some sectors, disruption of the status quo is already underway, and companies
have just a few years before full-scale blockchain implementations begin to appear
on the market. Though a first-mover advantage isn’t as big of a consideration, since
an ecosystem-level approach is needed to implement blockchain, first movers will
be able to set the standards by which data will be transferred, shared and checked,
and will be better suited to move quickly to recognize efficiencies when that
ecosystem is established.
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